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CBRNe terrorism in Europe and beyond: Human
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* Overall objectives.

* Findings from systematic review of public
perceptions and responses.

* Findings from systematic review of current
policy for mitigation and management of
CBRNe terrorism.

e Guidelines and Recommendations for
Mitigation and Management of CBRNe
Terrorism.

* Next steps.
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Overall Objectives ST

* |dentify factors that are associated with effective pre-incident public
information campaigns for CBRNe terrorism.

e Understand factors that may increase public compliance with both
recommended prevention and protection measures.

e Understand public perceptions of security measures that are in place to
prevent and mitigate the effects of CBRNe terrorism.

* Understand current policy and practice in preparation for and management
of CBRNe terrorism across different organisations and countries.

* |dentify gaps in order to develop an optimised strategy for terrorism
mitigation and management, including effective pre-incident information.
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: Findings from systematic review of public prﬁgg{%e@"
Overview perceptions and responses

 Systematic literature review of strategies for CBRNe preparedness,
including public perceptions of such strategies.

" | i
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28/10/2020 PROACTIVE Mid-Term Conference



Findings from systematic review of public preoCﬁVd&
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AImS perceptions and responses

* To establish the baseline level of knowledge and understanding of
CBRNe prevention and management strategies within the general
population;

* |dentify factors that are associated with effective pre-incident public
information campaigns for CBRNe terrorism;

e Understand factors that may increase public compliance with both
recommended prevention measures (prior to an incident occurring)
and recommended protective measures (during an incident);

* |dentify and understand insights from literature concerning other types
of incidents which may be of relevance for CBRNe preparedness.
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Method Findings: from systematic review of public prugggéz
perceptions and responses

Records ideatified through database searches

(n="3610)

Embase (n=1640)

Medline (n=3102)

PsycINFO (n = 795)
PubMed (n=73)

Systematic review

Records after duplicates removed

(m=3529

* 41 academic papers included
* Thematic analysis of extracted data

Records title screened Records excluded

m=35529" (n=73033)

Full-text articles assessed for eligibality Records excluded

(n=60 (n=19)

(Food and water focused data
= §, Non-original data = 5,
Trained sample = 3,

No government or official
communication examined = 4;
Did not meet inclusion criteria
- 2]

Included

28/10/2020 PROACTIVE Mid-Term Conf .




<> ¢
Findings from systematic review of public pr'@qggéz

Results perceptions and responses

* Public’s understanding of CBRNe prevention and management
strategies is very low.

* Effective pre-incident communication was easy to understand,
disseminated in multiple ways, delivered by a credible
spokesperson and incorporated psychological constructs.

* Factors which may increase willingness to engage pre-incident:
demographics, prior knowledge and psychosocial factors.

* Factors which may increase compliance with official instruction
during an incident: trust, provision of information, emotional
responses; efficacy and relationships.
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Findings from systematic review of current policy O o ) () @)

Overview for mitigation and management of CBRNe terrorism

e Systematic literature review of tools, SOPs, guidance and policy for
management of CBRNe incidents.

If you think someone has been exposed
to a HAZARDOUS SUBSTANCE

Use caution and keep a safe distance to avoid exposure yourself.

TELL THOSE AFFECTED TO:

- s 2 e

o v 4 . — -
Patient Decontamination in a Mass l
Chemical Exposure Incident:

National Planning Guidance for REMOVE REMOVE REMOVE

Communities THEMSELVES... OUTER CLOTHING... THE SUBSTANCE...

.from the immediate area .if affected by the ..from skin using a dry
to avoid further exposure to substance. absorbent material to

¥ either soak it up or brush
the substance. Fresh air is Try to avoid pulling clothing we

important. over the head if possible.
RINSE continually with
If the skin is itchy or painful, Do not smoke, eat or drink water if the skin is itchy
find a water source. or painful.
Do not pull off clothing P
REPORT... use M/ETHANE stuck to skin.

28/10/2020 PROACTIVE Mid-Term Conference 8




<> ° .
L o . reqctive
Findings from systematic review of current policy O ) &) )

AIMS for mitigation and management of CBRNe terrorism

* To establish the current policy and practice in the preparation for and
management of CBRNe terrorism in different organisations and across
different countries;

* The current guidance and strategies for communicating with members
of the public about CBRNe preparation and management; and

* The potential impact of current policy and practice in the preparation
for and management of CBRNe terrorism on members of vulnerable
groups.

28/10/2020 PROACTIVE Mid-Term Conference 9 -
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Method Findings from systematic review of current policy o ) ()

for mitigation and management of CBRNe terrorism

* 95 documents identified from 18 different countries.
* Framework approach

If you think someone has been exposed
to a HAZARDOUS SUBSTANCE

Use caution and keep a safe distance to avoid exposure yourself.

TELL THOSE AFFECTED TO:

I Y L .‘ <
§ @~ :
- ,' > = sl - - -)
Patient Decontamination in a Mass I
Chemical Exposure Incident:
National Planning Guidance for REMOVE REMOVE REMOVE

Communities THEMSELVES... OUTER CLOTHING... THE SUBSTANCE...

RINSE continually with
If the skin is itchy or painful, DO NE or drink. water if the skin is itchy

find a water source. or painful.
Do not pull off clothing e

REPORT... use M/ETHANE stuck to skin.
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Findings from systematic review of current policy © o e

Results for mitigation and management of CBRNe terrorism

* Across guidance documents there is a heavy reliance on practical and
physical aspects of CBRNe management, yet documents tend to lack
recognition for psychosocial aspects.

* There are discrepancies in the information that is provided in guidance
documents both within and between countries.

28/10/2020 PROACTIVE Mid-Term Conference 11 -
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Overview Guidelines and Recommendations for Mitigation pr'gggé@
and Management of CBRNe Terrorism

e Leader: Public Health England.

e Synthesise findings from the two reviews to improve understanding of:
* Current policy and practice for CBRNe terrorism
* Public perceptions of current mitigation and management strategies for CBRNe

* Factors affecting public willingness to comply with recommended preventative
and protective measures.

RESPONDING TO A CBRN(e) EVENT:
JOINT OFERATING FRIBOFLES FOR

28/10/2020
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Guidelines and Recommendations for Mitigation oreqactive
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AIMS and Management of CBRNe Terrorism

* Improve understanding of: current policy and practice in the mitigation
and management of CBRNe terrorism; public perceptions of current
mitigation and management strategies for CBRNe terrorism; and factors
that affect public willingness to comply with recommended
preventative and protective measures for CBRNe terrorism.

* Reveal the role of the HF and provide insights into behavioural research
regarding CBRNe incidents.

* Facilitate the identification of the worst possible attack scenarios and
generation of recommendations for effective policy and practice in the
mitigation and management of CBRNe terrorism.

28/10/2020 PROACTIVE Mid-Term Conference 13 -
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Method Gvidelines and Recommendations for Mitigation pr'gggé@

and Management of CBRNe Terrorism

e Data synthesis
* Realist Framework Approach

PUbI'CRZf/:;Sth'OnS Y& Guidance Review [R==72 Stakeholders =

13 recommendations 4 recommendations PSAB and Consortium Relevant research
Feedback findings from EU
related projects

EU Projects

What is important?
What is missing?
What could be improved?

28/10/2020 PROACTIVE Mid-Term Conference 14 -
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_ Guidelines and Recommendations for active:
Recommendations Mitigation and Management of CBRNe & ® @ E

Terrorism

Guidance documents should seek to be uniform in instruction, particularly when released in the same country.

Guidance documents should provide evidence-based advice on communicating with the public which can be followed by authorities in the event of a CBRNe incident.
Guidance documents should provide evidence-based advice about likely public behaviour, emphasising that the way in which practitioners manage an incident will affect the way in
which members of the public behave.

Guidance documents should provide evidence-based advice on strategies to increase public compliance in the event of a CBRNe incident.

Guidance documents and SOPs should inform responders about the needs of vulnerable groups and include plans for dealing with such groups in the case of a CBRNe incident.
Information campaigns and education to build CBRNe public knowledge should be implemented.

Messages should be pitched at an appropriate level (in terms of language and complexity).

Official communication should be honest, empathic, assertive and reliable.

Information should be available in writing (i.e. print form), where possible, using non-complex language.

Multiple platforms should be used to communicate with the public, with consistent information being provided across platforms.

Information provided by authorities should be pre-planned, where applicable, to ensure prioritisation and consistency, provide uniformity and advocate cohesion.
Responders should communicate effectively (in-line with recommendations in the communication section, above) and demonstrate respect for public needs.
Communication should: 1) inform the public about loved ones’ whereabouts in relation to family, friends and pets; 2) provide information about active police and security efforts to
apprehend terrorists; 3) provide information on the importance of complying with instruction (including health specific information to address public health concerns; 4) and be
delivered by a credible spokesperson (e.g. local resources, hazard groups and health departments).

Communication should aim to reduce anxiety, by providing information to enhance self-efficacy.

Official sources should communicate honestly and accurately in detailing risks associated with an incident, as this will allow the public to make an informed decision as to whether
they wish to comply with official instruction or recommended behaviour.

Information should be provided in multiple languages, pictographic form, and sign language.

Policy and procedure for the management of CBRNe incidents should remain culturally appropriate and be respectful of religion and religious values.

More consideration should be given to developing policy and procedures to assist those with mobility issues (e.g. relating to service animals and essential mobility aids) during
CBRNe incidents.

Guidance

Counter low Knowledge

Dissemination

Communication with the
Public

Vulnerable Populations

28/10/2020 PROACTIVE Mid-Term Conference 15
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Avallable here: &P

* https://proactive-h2020.eu/

WP1 CBRMe terrorism in Europe and beyond: Human Factors analysis of preparedness and response
‘ Findings from systematic review of public perceptions and responses
e Findings from systematic review of current policy for mitigation and management of CERNe terrorism
e Guidelines and recommendations for mitigation and management of CBRNe terrorism

28/10/2020 PROACTIVE Mid-Term Conference 16 -
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PReparedness against CBRNE threats through cOmmon Approaches
between security praCTltioners and the VulnerablE civil society

Engagement of the civil society
including vulnerable citizens

Per-Erik Johansson
Asa Burlin

Umea University (UMU)
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Who are the vulnerable citizens? SO

e Children, elderly people, hearing impaired, vision impaired, mobility restricted,
chronically ill, mental disorders, pregnant women, ethnic minorities, people with
insufficient skills of local language, etc.

. Thoge who are (more) likely to need extra attention, resources and support in a CBRNe
incident

* Represented in the CSAB by organisations, associations, individual experts,
researchers, etc.

A
-

-

28/10/2020 PROACTIVE Mid-Term Conference 18 -




Civil Society Advisory Board

e 30+ members

Ethnic
minorities
7%

Research

group
19%

Autism
4%

28/10/2020

Mental
disabilities

Women's
Health
4%

11%

Older Persons

Physical
disability
7%

Children and
Youth

11%

PROACTIVE Mid-Term Conference




The CSAB & the PSAB LY

Project team

PSAB N a

(Practitioner (Civil Society
Stakeholder Advisory Board)
Advisory Board) organisations,

First responders,

Solice Fi social groups,

olice, rire

. « @ S experts, etc.
<

SHFYTY RV Y

Paramedics, etc. Q
PROACTIVE Mid-Term Conference 20 -
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WHAT the CSAB Is doing SO

guidance
assistance
advice

knowledge

& experince

joint thinking

oversight

ensure that PROACTIVE
outcomes meet both the needs
of practitioners/first responders
and the vulnerable members of
society

resolve

differences .
develop a provide feedback

mutual
understanding
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HOW the CSAB is doing this SeweE

* Surveys

* Workshops ﬁ -\
* Acting as observers ,R‘ k@J

* Feedback on reports
* Etc.

X =
V=

©

28/10/2020 PROACTIVE Mid-Term Conference 22 -




Ongoing survey

e Available in 9 languages

e Deadline 15 November

* Fill it in or share it with your network

28/10/2020

PROACTIVE Mid-Term Conference

active
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Civil Society Survey
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o —
v —



https://proactive.limequery.com/725689
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e St oo B i VG e D ety 4 En gageme nt of Law
Enforcement Agencies and

other Practitioners

Andreas Arnold, Danielle Carbon, Thomas Goérgen
German Police University (DHPol)
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Agenda HOO®

* Practitioner Stakeholder Advisory Board (PSAB)

— Creation of the PSAB / Role of the PSAB
— Composition of the PSAB
— PSAB contributions to the project

* Online survey and interview study with law enforcement agencies (LEAs) and other
practitioners

— Introduction to the studies (objectives, methodology etc.)
— Results and recommendations

* |dentification and analysis of SOPs

28/10/2020 PROACTIVE Mid-Term Conference 25 -
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Creation and role of the PSAB SOV

* A Practitioner Stakeholder Advisory Board (LEAs, first responders, etc.) was set up
as part of the project.

* Role of advising and providing input to various key tasks of the project.

28/10/2020 PROACTIVE Mid-Term Conference 26 -




Composition of the PSAB
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P SA B Civil Protection

8.9% (n=7)

Research
22.8% (n=18)

Railway security |
15.2% (n=12)

Psychological services

1.3% (n=1) \ Industry/Tech provider
5.1% (n=4)
Law Enforcement Agency
(LEA) (specialist)

6.3% (n=5) Law Enforcement Agency (LEA) \_ Laboratory
(non-specialist) 1.3% (n=1)
10.1% (n=8)

Defense/Military
6.3% (n=5)

Emergency medical
— | service

11.4% (n=9)

~ Firefighting

11.4% (n=9)

28/10/2020 PROACTIVE Mid-Term Conference
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has 79 members
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PSAB contributions to the project *
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* Participation in an online survey on CBRNe Preparedness / CBRNe Response.
e Support for the development of a mobile application for LEAs and first responders.

* Involvement in scenario development for 3 CBRNe field exercises within the project
and participation in the exercises.

28/10/2020 PROACTIVE Mid-Term Conference 28 -
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Online survey and interview study with LEAs and other pr'gggv@z

practitioners - Objectives

* Analysis of commonalities and differences between countries and between
professions in preparing for and responding to CBRNe incidents.

e Special focus: Consideration of vulnerable citizens in preparedness for and
response to incidents.

28/10/2020 PROACTIVE Mid-Term Conference 29 -
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Online survey and interview study with LEAs and other prugggée
practitioners — Methodology and Sample

* Quantitative standardized survey - Online questionnaire
(223 participants from 23 countries)

e Qualitative study - Semi-structured interviews with representatives of LEAs
(18 interviews / 13 countries)

28/10/2020 PROACTIVE Mid-Term Conference 30 -




Sample of quantitative standardized online survey with LEAs oreactive
and other practitioners
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Number of participants:

Professional Participants
Area

LEA 86
Health Service 50
Fire Brigade 49
Civil 15
Protection

Other 22

222
28/10/2020

UK
Germany
Spain
Belgium
Ireland
Netherlands
Italy
Austria
Czech Republic
Norway
Greece
Poland
France
Portugal
Bulgaria
Latvia
Canada
Romania
Serbia
Sweden
Turkey
Ukraine
USA

Participants by country

A— 11
A o
[ ___________J]
A 9
I 3
A 7
A 7
I 7
A 4
_— 4

3
| 3

L)

| __})

w1

w2

[l

[N

LI

[

w3

0 10 20 30

PROACTIVE Mid-Term Conference
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Results i

Almost half of the respondents rated their organisation's level of preparedness for a
CBRNe incident as very high or rather high. No major differences were found
between countries or between professional groups.

40

30

20

o 04%
Very high Rather high Medium level Rather low Very low |don't know | preferto
level level level level skip this
question

Figure 1: Assessment of the organisational level of preparedness for a CBRNe incident (n=223)

28/10/2020 PROACTIVE Mid-Term Conference 32 -




oreactive”
Results YOO

Overall, more than half of the participants rated the equipment of their organisation for a
CBRNe incident as completely sufficient or rather sufficient. However, there are significant
differences between professional groups (firefighters versus law enforcement).

60

Completely Rather sufficient  Neither insufficient Rather insufficient | prefer to skip this ° Completely Rather Meither Rather Completely Idcm'lt Kknow
sufficient nor sufficient question sufficient sufficient insufficient nor insufficient insufficient
sufficient
Figure 2: Assessment of the organisational equipment for a Figure 3: Assessment of the organisational equipment for a
CBRNe incident (Results for Firefighters only) (n=49) CBRNe incident (Results for LEAs only) (n= 86)
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Results YOO

The interview study and online study have shown that the Standard Operating
Procedures (SOPs) (for CBRNe incidents) of the organisations surveyed very rarely
take vulnerable groups into account.

None

Feople with mobility restrictions
Children

Older persons

Insufficient language skills of the national language
Visually impaired people
Fregnant women

Ethnic minorities

Hearing impaired people
Mentally ill people

| don't know

| prefer to skip this guestion

Figure 4: Vulnerable groups considered by the respective organisation through CBRNe SOPs; multiple selection option (n=169)
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However, significant differences were found between the countries included in the
survey, especially between the UK and Germany.

MNone

People with mobility restrictions
Children

Older persons

Insufficient language skills of the national language
Ethnic minorities

Visually impaired people
Pregnant women

Hearing impaired people
Mentally ill people

[ don't know

| prefer to skip this gquestion

50

MNone

People with mobility restrictions
Children

Older persons

Insufficient language skills of the national language
Ethnic minorities

Visually impaired people
Pregnant women

Hearing impaired people
Mentally ill people

I don't know

| prefer to skip this question

40

Figure 5: Vulnerable groups considered by the respective organisation through Figure 6: Vulnerable groups considered by the respective organisation through
CBRNe SOPs (Results for UK only); multiple selection option (n=61) CBRNe SOPs (Results for Germany only); multiple selection option (n=36)
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Recommendations SBO®

Based on the results of the studies, 18 recommendations for practitioners were
developed, including the following:

Recommendation 1: In addition to a general increase in the consideration of
vulnerable groups in CBRNe related SOPs, ethnic minorities, hearing impaired
people and mentally ill people in particular should receive more attention.

Recommendation 2: An increase in regular CBRNe exercises is desirable for LEAs
and healthcare professionals.
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Recommendations SBO®

Recommendation 3: Inter-institutional CBRNe exercises should be performed more
regularly to enhance coordination between the emergency services during a CBRNe
incident.

Recommendation 4: Unforeseen challenges in dealing with vulnerable civilians
might be decreased by strengthening the exchange of knowledge between First
Responder organisations and Civil Society organisations.

Recommendation 5: The amount of information material in additional formats
should be increased and be stronger implemented, especially in regard to hearing
and visually impaired people.
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* Analysis of LEAs SOPs important for a successful coordinated response
to CBRNe threats focused on:

* taking evidence — e.g. hazard detection, threat assessment, sampling plan,
identification of CBRN agents, decontamination,

e scene management, victim care and victim management including vulnerable
groups,

* crisis communication towards and among first responders and communication
with the public, including the media.
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* Analysis of publicly accessible SOPs and facts found in previous phases
of project are complemented by questionnaire survey (November
2020)

* |n cooperation with project LEAs and PSAB experts

* Detailed information on key aspects of intervention (answers or documents
identification)

* LEAs SOPs are often sensitive to provide as a whole

e Recommendation for SOP adaptation and best practice trials during
field exercises

28/10/2020 PROACTIVE Mid-Term Conference 39 -
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Thank you OO

Univ.-Prof. Dr. Thomas Gorgen

thomas.goergen@dhpol.de

Andreas Arnold
andreas.arnold@dhpol.de

Danielle Carbon

danielle.carbon@dhpol.de

www.proactive-h2020.eu
@ contact@proactive-h2020.eu

()] @PROACTIVE_EU

#PROACTIVE_EU

28/10/2020 This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no. 832981 -
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PReparedness against CBRNE threats through cOmmon Approaches

Toolkit for LEAs, security Policy
Makers and Civil Society

Natasha McCrone (RINISOFT)
Dale Weston and Holly Carter (PHE)
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Purpose of the of the Toolkit Preggtive

* Build Technological Tools facilitating communication and cooperation in the form of a;
*  Web Collaborative Platform and Mobile Application for LEAs
*  Mobile Application for Vulnerable Citizens

* Develop Pre-Incident public information materials for CBRNe terrorism

Toolkit Build/ Internal Testing Field Exercises & Feedback
Optimisation | Workshops

N -~
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Reqguirements of the Toolkit e

Security Policy Vulnerable

Security Policy Vulnerable

Functionali
ity Makers Citizens

Functionality

Makers Citizens

Display EU flag and Grant Number Link to Forums Yes Yes Yes
Privacy Policy, data protection and Yes (toinclude | Yes (to exclude Yes — only public
to potential data t i i ing i i
access to po er! ial data, consen Yes Yes Yes Link to CBRNe Information opt?ratlonal and FIIPEFEI’(IO!‘IEH . facing information
form and disclaimer policy information if
information) confidential)
Register/ Login {(only email Yes — not
addresses) Option to subscribe to Yes - mandatory | Yes — mandatory | mandatory Link to Available Support Tools Yes
o ; : . - ; Yes Yes

additional information (tick box) (Existing Apps/ websites)
Link to 'About PROACTIVE' Page Yes Yes Yes Link o push notifications Yes (multiple Rece.we only Rece.we only

utomated ear : data T ts (multiple data (multiple data
Contacts Page (LEA's/ Policy (automated early warnings) ata formats) formats). formats).
Makers/ Hospitals/ Health Advisors | Yes Yes Yes
etc) Link to available News Channels Yes Yes Yes
Link to Direct Messaging Yes ves- “."“ vary per | ves - “f"“ vary pef FAQ page (pre, during and post Yes Yes Yes

scenario scenario incident)
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Mobile Applications: Home Page ST

Home Page

preéactive”

Welcome to the Proactive Portal
“FREgarsdngss sgalnat OF at thr

PREgarsdness agalnst CERNE threats thraugh 2Omman ASEroachas betwsan Security craCTHIaNErs and the Velnaratie cvl sadaty™

o o
material, That ELEDROL Inkia® e far GIRN halp consalicats tha EL Actian
Plan t2 avhancs préparednass far CERN st

Live Notifications
= Thars ara no Liva Incicents

Live News Feed
« Baly stags
+ Ddagan sccort of the Coundl Bece & wTE 12
Eandamic it the ELVEEA and tha UK
| e ——,—,—,—,—,—,—,e e

Fiease Lag in to share information with us.

Get Involved
Do you Rave & guastion,

neisnt Managamant

7 Fre Inchsent A\ Dering Incicent "y Fogt In cidant

More Information
ut tha

Mg mors Infermation abaut e proactive Frojeat or B goats?

B Fraqusesy fssed Tusstions
O ety ey

& sucoenTosis

28/10/2020

Consistent design between Web Collaborative Platform and
Mobile Applications

Main Page to Access all Key functionality

Varying levels of access depending on stakeholder &
registration

Links to All CBRNe related information will be accessed from the
home page

Links will be available to the Data Protection, Consent forms
and FAQ pages

PROACTIVE Mid-Term Conference 44 -
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Mobile Applications: Registration & About Us Pregciive

Registration About Us (Abstract)

* Registration in not mandatory for Citizens, access
to all pre-incident CBRNe related information will
be accessible to all

Proactive Portal
Eniet your detals W login

- 1 * Registration is mandatory for LEAs and Security
. | Policy Makers to allow access to key functionality

* Data Protection, Privacy Policies and Consent
Forms will be available at point of Registration

* All PROACTIVE project related information will be
available through the Toolkit, including the
abstract, website and social media links

28/10/2020 PROACTIVE Mid-Term Conference 45 -



Mobile Applications: Key Contacts
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Key Contacts

oreqactive
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Key Contacts

Operational contacts for the proactive Portal

See the Project Contacts for more information on the Horizon 2020 Project Contacts.

28/10/2020

Gordon Freeman

Hazardous Materials Investigator
Black Mesa

Eli Vance

Radiation Specialist

Black Mesa

Isaac Kleiner

Explosive Materials Specialist
Black Mesa

* Contacts to be divided into 2 categories;

Coordinator
Technical

CSAB Representative
PSAB Representative

LEAS
NGOs
Charities

Hospitals

* Contacts to be scenario specific, administered by the LEAs

* Data Protection, Privacy Policies and Consent Forms will be
available at point of Registration

PROACTIVE Mid-Term Conference
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Mobile Applications: Share Information & ®®

Share Information

Share Information
Follow all instructions given by the Emergency Services.

Ensure you are in a safe place before stopping to share information.

About the Incident

Select an Incident -

Information you are Sharing
Photos

‘Choose Files | Mo file chosen

Your Information

Share Information

28/10/2020

Only Registered Users can share information regarding CBRNe
incidents

Upon identifying an incident, the Citizen can share it through
the PROACTIVE Mobile Application, describing what they have
seen and adding an image if available

All incidents are submitted to a holding queue where the LEA
representative can view and verify the incident.

User Submissions

frr g

PROACTIVE Mid-Term Conference 47 -




Mobile Applications: Share Information “"£53Y°

vt 701510 e * The LEA representative can select each incident to
view the details and any images

* Following a verification period and internal
processes the LEA can then chose to publicise the
incident

am— * Theincident will then appear on the map
detailing the incident and relevant images

 The LEA can that release a Live Notification via
the PROACTIVE homepage including;

* Incident Details & how it is being addressed
iR * Next Steps the public should follow
= * Links to relevant CBRNe information

Selected Incident
Incidentld 1 Reported Date  2020-10-20 10:39 Resolved Date  2020-07-01

28/10/2020 PROACTIVE Mid-Term Conference 48 -



_ | oreactive
Pre-Incident Material Development FOEO

Development of pre-incident public information materials for CBRNe terrorism

Campaign Development
Based on insights from PROACTIVE

Focus Groups
* Vulnerable groups & general population
* 4-6 groups, approx. 8 people each

Surveys

Pre-, post-, follow-up (e.g., 3m, 6m)

28/10/2020 PROACTIVE Mid-Term Conference 49 -
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Timeline for Development SO

October/November November/December January Beyond!
e Material  Initial focus groups * Revision to * Deployment at exercises
development Initial survey materials (iterative e Feedback (e.g., hot debriefs,
* Ethical approval conducted process) etc.) from exercises

* |terative development
* Potential for experiment.

] ] ]

1

1 1

%>° October/November November/December January Beyond!

‘_é * Feedback Received  Development e Materials input to * Deployment at exercises
< from CSAB and Finalised for 15t Mobile Applications * Feedback received and
A Consortium lteration & Tested Mobile Apps Optimised
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Pre-Information Material Development SOV

If you think someone has been exposed

Insights from previous PROACTIVE work suggests that this material should include the to a HAZARDOUS SUBSTANCE

Use caution and keep a safe distance to avoid exposure yourself.

following (among other things): TELL THOSE AFFECTED TO:
Information on how to distinguish fake news

Information on who to turn to for support and further information in the event of an REMOVE -
incident (including pro-active social media campaigns)

Information designed to enhance self-efficacy
Information designed to build CBRNe public knowledge (including how a CBRNe incident

may play out)
TXT
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PReparedness against CBRNE threats through cOmmon Approaches
between security praCTltioners and the VulnerablE civil society

Joint exercises, evaluation
and validation of the tools

Tony Godwin
CBRNE Ltd

28/10/2020 This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no. 832981
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Field Exercises SOOE®

To carry out three CBRN Field Exercises to:

1. Evaluate the perception among the citizens as to the effectiveness of processes and
procedures used by practitioners.

2. Evaluate the usefulness of tools used by practitioners for dealing with the public and
vulnerable citizens.

3. Evaluate the effectiveness of tools developed within the project.

4. Host workshops (hot debrief) immediately after each field exercise to get feedback from
members of the public on their experience.
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Joint Activity with eNOTICE

PROACTIVE/eNOTICE Joint Activity Strategic Objective

In partnership with eNOTICE evaluate the effectiveness of
responses to a CBRNe incident focusing on harmonisation of
procedures and tools that support the needs of civil society,

including those citizens that are vulnerable.
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Field Exercises - Considerations

1. Cultural differences
« Relationship between first responders (Interoperability)
 Relationship with first responders (Public perceptions)
« Operational response
« Political influence

2. Joint Activity Exercises
« Multiple Objectives
 Hierarchy of decision making
* Public involvement
* Different methodology
* |dentification and engagement of vulnerable groups
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Exercise Planning

oreqactive”
@ ® @ @

6.

7.

Timetable has been affected by COVID-19

First field exercise (October 2020) postponed
Planning process was suspended

Contingency planning and negotiation with eNOTICE
Revised timetable agreed

Planning process recommenced September 2020

Contingency planning ongoing through consultation.
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Exercise Timetable

1. First Field Exercise — Rieti (Italy)
« 28" April 2021
* Initial response
« Railway scenario

2. Second Field Exercise — Dortmund (Germany)gs .
-+ September 2021 e
« Specialist response - decontamination e s e N
« Railway scenario

3. Third Field Exercise — Ranst (Belgium)
- May 2022
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Rieti Field Exercise — 28™" April 2021

1. Planning meetings re-established

2. Scenario outline agreed

3. First versions of the PROACTIVE App to be field tested with Civil
Society volunteers

4. Pre-incident education being considered

5. Contingency planning - COVID-19 pandemic
1. Involvement of Civil Society

2. Travel restrictions

3. Live streaming

4. Alternatives to live exercise
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Thank you o

Tony Godwin: +44 7773 210 131
tony.godwin@cbrneltd.com

Dominic Kelly: + 44 7786 127 030

dominic.Kelly@cbrneltd.com

www.proactive-h2020.eu
@ contact@proactive-h2020.eu

()] @PROACTIVE_EU

#PROACTIVE_EU
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PReparedness against CBRNE threats through cOmmon Approaches
between security praCTltioners and the VulnerablE civil society

Legal, Ethical and
Acceptability Requirements

Mariano Martin Zamorano (ETICAS)
Irina Marsh (CBRNE Ltd)

28/10/2020 This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no. 832981 -
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Objectives &

e To point out and frame the ethical and legal aspects of PROACTIVE,

* To examine the data protection aspects in PROACTIVE from both Privacy by Design
and post assessment approaches,

* To provide stakeholders and partners with the appropriate guidance on the above
aspects,

* To carry out an acceptability study for the proposed toolkit in order to assure its
sustainability,

* To avoid any negative social impact during the project’s execution or in future
deployments based on this research.
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Legal, Ethical and Acceptability Requirements (M8)

Operationalization of legal requirements, ethical requirements and acceptability
study into recommendations (M12)

Ethics Briefing Pack for project fieldwork (M17)
Ethical and Societal Impact Assessment of project outputs (M36)

* Policy-making toolkit to improve CBRNe preparedness in the European Security
Model (M35)

28/10/2020 PROACTIVE Mid-Term Conference 64 -




Legal, Ethical and Acceptability orgactive’
Requirements

* The main objective of this activity was to provide partners with a useful analysis of
the legal frameworks that apply to the activities carried out within the context of
PROACTIVE. The idea is to minimize the risk of having to make adjustments due to a
lack of legal compliance.

Description of Legal report (D8.1):

Discussion of the legal framework: Human rights; Privacy and data protection; CBRN
standards and regulations;

Discussion of the ethical framework: General framework; Vulnerable subjects, Dual use

and misuse;
Practical references (similar projects, best practices).

28/10/2020 PROACTIVE Mid-Term Conference 65 -




<» - Ve
Operationalization of legal requirements, ethical requirements prugg’géz
and acceptability study into recommendations

* The main objective is to translate the legal requirements and ethical principles into
actionable recommendations that can be implemented by partners with a more
technical background while developing the toolkit for practitioners. Also, it
integrates the results of the acceptability study carried out during the exercises.

Description of operationalization (D8.2):

Methodology: Literature review, Surveys with technical partners; collaboration with Rinisoft; Analysis:
going beyond legal in terms of proactivity, scientific against fake news based knowledge/information.
. Summary of legal framework and requirements in PROACTIVE;

Il. Acceptability in PROACTIVE;

lll. Legal and ethical based recommendations;
IV. Increasing the acceptability of PROACTIVE;
V. Conclusions and recommendations by group: LEAs, first responders and vulnerable collectives.
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Ethics Briefing Pack for project fieldwork HO®E

8) (48 (&

* The main objective of this activity is to ensure the compliance of PROACTIVE with
EU regulatory framework, as well as with ethical principles, during the fieldwork
and the overall development of the project. Also will support the training that the
consortium members receive on how to detect and tackle privacy and ethical issues
during the exercises.

Description of the ethics report (D8.3):

Regulatory framework;
Management of volunteers in an ethical manner: Criteria for identification and recruitment of
participants; Guidelines for selecting volunteers from ‘role play’ disaster victims; Ethical principles

guiding the recruitment; Informed Consent; Briefings; Welfare support; The right to withdraw
Insurance Cover;

Health and Safety;

Ethics supervision during the field exercises.
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Other activities conducted @ @@

* Supporting fieldwork activities (development, peer review and
translation of survey with CSAB). Material to be used in:

* Ethical and Societal Impact Assessment of project outputs (M36)
* Ethics and data protection review of Deliverables

* Providing insights and guidance on data protection and human
participants for the project exercises.

* Developing/updating the consent protocol for the project activities
(e.g. questionnaires, CSAB, PSAB meetings, Mid-term meeting)

28/10/2020 PROACTIVE Mid-Term Conference 68 -




it - oreactive”
Additional EC Requirements HOO®

e A separate work package sets out the 'ethics requirements' that the project
must comply with.

* All requirements were due in M8 (December 2019).

* Their content complements the Data Management Plan.
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Description of requirements & @ @

m Description of deliverable

Requirement No.1. The procedures and criteria that will be used to identify/recruit research participants were

Recruitment submitted as a deliverable. The informed consent procedures that will be implemented for the
participation of humans were submitted as a deliverable. Templates of the informed consent/assent
forms and information sheets (in language and terms intelligible to the participants) keep on file.

Requirement No. 2. A description of the security measures that will be implemented to prevent unauthorised access to
Security measures personal data or the equipment used for the processing were submitted as a deliverable.
unauthorized access

Requirement No.3  The host institution confirms that it has appointed a Data Protection Officer (DPO) and the contact
Appoint DPO details of the DPO will be made available to all data subjects involved in the research. Already
addressed for UMU and NPH.
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Description of requirements & ) @

_ Description of deliverable

Requirement No. 4. Data The beneficiary explained in a deliverable how all of the data they intend to process are

minimization principle relevant and limited to the purposes of the research project (in accordance with the ‘data
minimisation ‘principle).

Requirement No. 5. A description of the technical and organisational measures that will be implemented to

Technical safeguards safeguard the rights and freedoms of the data subjects/research participants were submitted
as a deliverable.

Requirement No. 6. Detailed information on the informed consent procedures with regard to data processing were

Informed consent submitted as a deliverable. Templates of the informed consent forms and information sheets

with regard to data processing (in language and terms intelligible to the participants) were
submitted as a deliverable.

Requirement No. 7. DPIA The beneficiary evaluates the ethics risks related to the data processing activities of the
project. This also includes an opinion if a data protection impact assessment should be
conducted under art. 35 General Data Protection Regulation 2016/679 or Directive 2016/680.
The risk evaluation and the opinion were submitted as a deliverable.
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Research ethics & ® @

1. DMP and research ethics (to be updated M18)

Section 5: Research ethics:
* Section 5.5: Ethical screening of PROACTIVE research and deliverables

» Section 5.6: Research Ethics Protocol
2. Procedures and criteria used to identify/recruit research participants

3. Informed consent procedures with regard to data collection and processing
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Recruitment of volunteers including preactive”
vulnerable people

Procedures and criteria used to identify/recruit research participants

* The number of volunteers that will participate in each exercise will be established
through discussions with the organisers of the exercise

* The group size could vary between a minimum of 25 to a maximum of 150
volunteers, considering the scenario and logistical limitations of the site of the
exercise (~30 in Rieti)

* The volunteers with apparent vulnerabilities will represent 10-15 % of the total
number (~5-6 in Rieti)
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Criteria of selection & profile of the oréactive”
vulnerable people group

The methodology for establishing the criteria for selection of the volunteers (including the
vulnerable groups) will be based on the function need approach (Kailes & Enders, 2007).

This approach leads to a common framework that “can relate functional support to functional
needs, targeted at improving resource management in any type of incident”.

The framework is build on five function-based needs: communication, medical needs,
maintaining functional independence, supervision and transportation (C-MIST).

Addressing functional limitations includes both people who identify as having a disability and
“the larger number of people who do not identify as having a disability but have a functional
limitation in hearing, seeing, walking, learning, language and/or understanding”

Criteria/Profile of the group

 Disability status /(psychological or physiological disabilities; autism, wheelchair, walking stick,
blindness, deafness etc.)

* Health constitution status (young children, older people, pregnant women, general sick people
having a cold or something like that etc.)

* Language proficiency status (illiterate, foreigners etc.)
» Social status (poor, ethnic minorities)
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Informed consent procedures with regard to data collection and processing

* Prior to the collection of any data, the research coordinator is required to complete the
appropriate Research Ethics Protocol and to obtain any necessary ethical approvals for the
research. The Protocol is to be followed during the PROACTIVE exercises as well.

* A copy of the Research Ethics Protocol with the task number (Cover Sheet, Questionnaire/
Interview Guide, Consent Form, Information Sheet, Risk Assessment to prevent the misuse
of research findings, and any other documents) shall be submitted to the PROACTIVE PEO
(Dr Irina Marsh irina.marsh@cbrneltd.com, CC: Mariano Martin Zamorano
martin@eticasconsulting.com) for approval one week prior use.

* Templates for Cover Sheet, Consent Form and Information Sheets are part of the 10.6 Data
Management Plan and Research ethics

* Itis recommended that the task coordinators to engage with PROACTIVE PEO for advice
and support at the beginning of the research activities (including interactions with STAB
and CSAB) and that the appropriate ethics requirements are fulfilled in due time (Dr Irina
Marsh irina.marsh@cbrneltd.com, CC: Mariano Martin Zamorano
martin@eticasconsulting.com)
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Thank you

* Mariano Zamorano, PhD

e Email: martin@eticasconsulting.com

* I[rina Marsh, PhD
e Email: irina.marsh@cbrneltd.com

e Skype: irina.marsh71

www.proactive-h2020.eu
@ contact@proactive-h2020.eu

()] @PROACTIVE_EU

#PROACTIVE_EU
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